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those circu.atanc.. where a custo.er orders CUSTOMNET (and

U S WEST, therefore, transmits ANI 7 digits to identify that

special billing is required), not all IXCs/OSPs recognize and/or

honor the information provided. For CUSTOMNET to work in a

manner that ..ets customer expectations, the OSP involved in

handling the outgoing call must have operator service equipment

capable of receiving the transmitted ANI 7 digits ADd aust

subscribe to U S WEST's Call Screening Service. 21

When U S WEST sells CUSTOMNET, we advise custOllers of the

fact that the successful operation of the service depends not

just on what they order, but also on the OSP accessed from their

station equipment. Most of the larger IXCs/OSPs have appropriate

equipment and do subscribe to our Call Screening Service. Thus,

CUSTOMNET will work satisfactorily for a customer in most in

stances. However, this cannot be said for all teleco..unications

transactions undertaken by CUSTOMNET customers.

U S WEST assUBeS that, after being advised by U S WEST about

the interaction between CUSTOMNET and a customer's chosen car-

rier, .cst custa.ers ordering CUSTOMNET probably will choose to

presubscribe to an IXC who will honor the transmission of the ANI

7 information sent about them. But so.. customers, such as call

agqregators or payphone providers (who have an obligation to make

10XXX access available),a do not have the saae level of control

21When an OSP subscribes to such service, the OSP can trans
late the ANI 7 digits correctly and can process the billing in
conformity with the expressed desire of the end-user customer.

ai§§ 47 CFR § 64.704.
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as a privately-controlled busine.s operation. Thus, while calls

made froM the aqgreqator's CPE through the aggregator's own

presubscribed carrier might successfully be controlled through a

CUSTOMNET offering, the fact re..ins that the 10XXX call might

well access an OSP who either does not have the equipaent to

recognize the ANI 7 digits or does not know how to translate

the••~ In such a situation, the expectations of the CUSTOMNET

subscriber the aggregator -- will be defeated.~

Thus, it is clear that CUSTOMNET is DQt a guaranteeable

service offering, depending as it does not only on a cu.tOBer's

expressed intention as to how it wants its toll access con

trolled, but also on the kind of OSP equipaent encountered during

the processing of the outgoing call transaction.

(2) Billed Nupher Screening ("BNS")

This service provides a custa-er with the capability to

restrict incoming collect and/or third-nuaber billed calls. 31

Callers attempting to bill the 8MS custoaer's line number for

calls, or to co~l.te a collect call to that line number, are

~his could happen with a s..ll IXC or OSP operation, for
exaaple.

~ile a direct-dialed call probably could not be co~leted
and would go to an intercept, a regular operator-a.sisted call
billed to the CU8ta.er'. account could be acca.plished. The
party accessing the OSP via the 10XXX dialing aight allege
difficulty in ca.pletinq the call directly and ask for assis
tance, but D2t for alternative billing.

31In U S WEST's territory, 8NS i. offered to end users at no
charge, except in Minnesota.
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intercepted and advi.ed that such billing is unauthorized and

that another form of billing is required.

This service will operate succes.fully on a customer's line

only in situations where the carrier/OSP handling the calling

party's call subscribes to U S WEST's LIDD, in fact queries LIDD,

stays on the line long enough to secure the necessary informa

tion, and correctly interprets the re.ponse regarding the control

features on the called party's line. This is not always the

case.

While a nuaber of factors can cause a BNS-requested service

not to work,32 a few are worthy of particular aention. A car

rier/oSP has to query LIDS to get the inforaation, and not all

carrier/oSPs do. D Even when LIDS is queried, so..times the

32Huaan error, for exaaple, in inputting the service order
inforaation might cause the information to be entered incor
rectly. S§Jl A1G supra note 24.

Dwhile the co..i.sion's current l1li suggests that an asp
might have so.. "duty" to access LIDB tor relevant and aatarial
inforaation pertaining to call handling ("If a LEe card is
offered for billilMJ, the IXC or • • • (OSP) should query the LIDD
to determine whether the card is valid for use.") (IEIK' 36
(.-phasis added», it doe. not affi~tively state that one
exists, nor does it i~ly that it extends to verification of
customer screening services, such as MS.

While, theoretically, creating or e.tablishing such a duty
might not seem difficult or overreaching, the co..ission should
be aware of certain facts with regarel to LIDS access and its
"verification." CUrrently, U S WEST has limited caPabilities
with regard to tracking acce.s to LID.. For exallple, while we
can generally tell, by volume, the ~r of ti..s an individual
IXC/OSP has acces.ed LIDD, we cannot "..tch" a partiCUlar acce.s
(.L.L., a query) to a particular cOlipleted call. FurtherJlOre,
there are certain circuastances in which we cannot even verify
that a certain IXC/OSP acces.ed LIDB, at all. For exallple, when
an OSP accesses LIDD via an asp agqreqator, U S WEST does not

(continUed••• )
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carrier/OSP disengages the transaction prior to the ti.. the

information is provided to the osPK and billing the custaaer

expressed an intere.t in not permitting gets completed. 35

Thus, like CUSTOMNET, BNS is not a guaranteeable service

offering. Rather, it is an aid to cu.to.ers who want so..

control over the kinds of calls billed to their telephone number.

It is not perfect.

c. C.lling Card

U S WEST offers a telephone calling card which ..y be used

for intraLATA toll calls~ and, if accepted or honored by IXCs or

OSPs, can be used to place interLATA and international toll

]3 ( ••• continued)
know the identify of the specifically-querying OSP -- only the
ag9regator's identity. Thus, U S~ would be unable to d8JlOn
strate wheth.r a particular OSP accessed, or did not acce•• ,
LIDB. siailarly, call. originating froa international locations
are DQt validat.d in LIDB unl••• the ov.r.... OPerator hand. the
call off to a da-a.tic carri.r who than validates through LIDB.
For all these r.a.ons, it would be i.,oasible for U S WEST (fro.
LIDB information) to be able to prove or verify that an IXC/OSP
either did or did not perform its "duty."

34A LIDB re.pon.e aay be delayed due to network and/or
systea congestion in either the LEC'. or the OSP's network.

Bwhile at fir.t glance this aay appear to be an absolute
breach of the custOll8r' s expectation, .are facts need to be
considered in the .quation. For .xa.ple, While a custo..r aay
have asked for 8MB (a .ervice which U S WEST currently provid••
in all our state. except Minnesota at no charg.), when an OSP
places the call and inquire. at the pr..i... whether a oollect
call or third-party billed call will be accept.d, ~on. on that
pre.ises has an opportunity to say "ye." or "no." Only if the
answer is "yes" will the call be c~l.ted. Thus, a rea.onable
argmaent can be _de that, while the Ullbr.lla .cre.ning service
did not operate a8 anticipated by the cu.toaer, specific authori
zation for the individual transaction was, in fact, secured, and
the customer should be responsible for the attendant charges.
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calls. In the ..terial we provide to our cust01l8rs about our

calling card, we identify several iJIPOrtant safeguards a consmaer

can/should follow to alleviate potential fraud. We place this

inforaation conspicuously in the material sent to custoaers about

the operation and us. of the card.» As an additional security

precaution, the custoaer's security code (~, the Personal

Identification Nuaber ("PIN"» is D2t .-bossed on the calling

card i tsel f •37

2. Seryices For IXCs Ind Alternative Carriers

a.

U S WEST, like other LlC., provides a LIDS for validation of

U S WEST calling cards. This system is Ilso able to advise

whether a line nuaber will Iccept third-party/collect calls, and

it can do public telephone checks and vacant number checks.

U S WEST constantly monitors the threshold acceptance

outputs of LIDS. We aaintain a 24-hour, 7-day-a-week fraud

investigation unit that continuously a.....es the LIDB data

integrity and investigates suspicious call activity to detect and

deter fraudulent u.age. Thi. fraud unit works closely with all

LIDB customers, and internally within U S WEST, to keep fraudu

lent calling to a minimum.

»~ Appendix B hereto.

37U S WEST al.o sponsor. a VISA card that can be used a8 a
calling card. The s_e .ecurity intor1lation i. provided to
custOllers about the use ot this ~rd a. a callinq card a. is
provided to the traditional calling card custa.er.
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LIDB is not, however, a guarantee against fraud. Carrier.

are not currently coapelled to acce.s LIDB, and U S WEST would

not have the ability to determine with accuracy if, in fact, a

carrier ~ access LIDB prior to co~leting a call or stayed on

the line long enough to secure the necessary inforaation.~

. Additionally, not all possible validation and screening

information gets populated in the LIDB query. For exaaple, while

U S WEST currently receives calling/called nuaber inforaation

from so.. IXCs/OSPs acce.sing LIDB, we do not receive such

information from all IXCs/OSPs. The inClusion of calling number

information in the LIDB query would greatly improve the LECs'

fraud detection and prevention efforts by providing information

that can be used in identifying unusual usage patterns (~

multiple origination points), and in identifying to the card

holder specific calling numbers during the course of an investi

gation. Additionally, as enhanced fraud control features becoae

available, receipt of the calling/called nuaber in the LIDB query

will be used to determine and provide alert notifications to the

LIDB provider's fraud investigation unit as described in the

following paragraph.

b. rutura/Iwp9n4ing Offering.

U S WEST envisions that shortly we will be offering enhanced

fraud control feature. in LIDB (currently called eustoaized Fraud

Manage.ent Service. ("CFMS"». These features/functions will

-l§§ supra note 33.
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allow LIDB custo..rs to i.pl..ent custoaized custoaer thresholds

and tracking mechani••s with regard to calling card, third-party

and collect calls in ways that meet their particular business

needs. Thus, for exaaple, an IXC will be able to advise U S WEST

that upon the happening of event A (L..SlL, a call coming from

mUltiple originating or going to mUltiple terminating d.stina

tions designated by the carrier as suspicious), event B should

occur (~, an investigation based on carrier-identified param

eters should be initiated).

And, as aentioned above,B U S WEST has established an

e-mail system that both sends and receives information on toll

fraud, which is shared both internally and with interested

carriers. We are also currently workinq with carriers on coordi

nating and implementing other comple..ntary mechanized systeas to

allow for the passage of fraud control information, in a more

expeditious manner.

c. Billing and Collection-Belated Service.

Certainly, tho.e products offered to IXCs as IXCs (...

discussion above at 2.a and 2.b) aid those sam. IXCs in the

billing and collection of their services. In addition to those

offerings, U S WEST works closely and cooperatively with our

various carrier customers in analyzinq innovative ways to detect

fraud through the billing information we are provided, in our

agency capacity.

B~ text at pp. 14-15.
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Furtheraore, a. the billing agent for certain lXCs, we

atte.pt to be tenacious in our efforts to collect monies due and

owing with regard to fraudulent activities. We also work closely

with law enforceaent personnel in bringinq fraud perpetrators to

justice, supporting appropriate arrest and prosecution activi

ties.

In addition, upon carrier reque.t, U S WEST will conduct a

fraud control review for a carrier. In such a review, U S WEST

will outline our fraud control and prevention program and speak

frankly with the carrier about the kinds of things we can do for

the carrier and what we expect the carrier to do. In the last

quarter of 1993, we conducted two such reviews: one with MCl in

october; and a two-day review with Sprint in November, during

which time U S WEST personnel visited the Sprint facilities in

Kansas city to get a better understanding of the kind of coopera

tion necessary to better combat fraud problems.

D. Education Efforts

U S WEST is proud of our custo..r education efforts with

regard to fraud. We have developed a fraud brochure that we

provide to business custoaers (... Appendix C hereto), that -

while not dispositive or preemptory -- describes how fraud might

occur within/to a business and suggests measures that

might/should be taken to protect against such fraud.

The brochure addresses .atters on controlling and liaitinq

P8X- and Centrex-reaote acee.s capabilities, developinq security
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acce.. code. (which miqht require more than expected diqit. and

which need to be frequently changed), laOnitorinq call vol\D\es

durinq weekend, niqht and holiday hours, and outlininq how

hackers use voice aailbox syst... to perpetrate toll fraud. The

brochure also provides details on fraud activities which have

been successful and discusses ways in which business customers

can implement prevention .echanisms to limit their exposure to

those activities.

In addition, as mentioned above, U S WEST provides our

callinq card customers with information which conspicuously

hiqhliqhts fraud risks and prevention tactics. Similar informa

tion is made available to those customers having a U S WEST VISA

card which can also be used as a calling card.

U S WEST has also developed a i3-minute videotape entitled

"Teleco..unications Fraud and You." This video inforas the

viewer of the potential exposures they miqht have with toll

fraud. It educates the viewer on how a hacker can compromise a

PBX-remote access feature, voice mail, and PIN numbers to qain

unauthorized access throuqh the customer's CPE to the toll

network. Additionally, the video covers the topics of call/sell

fraud~ and subscription fraud, and is used to educate U S WEST

internal Personnel to the tactics used by fraud eXPerts. This

~A fraudulent call/.ell operation typically involve. the
orderinq of telec~unicationsaervice. (with no intent to pay
for the service.) with the intent ot selling lonq distance
services for cash payment. Call/sell operators may also resell
long distance aervice. acces.ed throuqh successful PBX hackinq
efforts or stolen callinq cards.
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video has been used in nuaerous eustOJler _etings, at toll fraud

s..inars U S WEST has sponsored, and in presentations that our

security personnel have made to U S WEST's marketing channels.

U S WEST has also conducted nuaerous fraud seminars over the

past five years. In 1993 alone, we held nine of them (in

Seattle, Portland, Spokane, OIaaha, Phoenix, Cedar Rapids, Des

Moines, Minneapolis and Denver). In 1992, we conducted eight

others.

In light of the already extensive education efforts con

ducted by U S WEST (which have been lauded as a .odel for the

industry), and those we know are already being conducted by other

carriers (and Which can be eXPected to increase), U S WEST sees

no reason, at this time, for the co..ission to act in a formal

regulatory capacity "to broaden established Commission and

industry consuaer education initiatives in order to better

educate consumers about toll fraud risks and remedial steps that

can be taken."41 While the Commission should certainly acknowl

edge ongoing industry activities, and should give credit where

credit is due, there is no demonstrated need that requires the

Co.-is.ion to act in a compUlsory capacity with regard to custo.

er education efforts.

41HfB11 If 13.
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III. THE LEes I EXISTING LIMITATION OP LIABILITY PROVISIONS DO NOT
ADVERSELY Doer SOUND RISK MAIIAGDIENT PRINCIPLES INVOLVING
FRAUD RlSPOIISIBILITY

A. An overview of the Proble. and the Matter of Liability
Limitations

The Co.-ission recognizes that the manner in which fraud

responsibility is allocated can affect if, when and how fraud is

controlled.~ As U S WEST discussed in our introduction, we

believe that suggestions that carriers bear a more substantial

responsibility for fraud losses in an effort to encouraqe the. to

become more active in fraud prevention is a theory divorced from

the contextual reality of how opportunities for fraud are

created.

In aost circua.tanc.s the opportunity for fraud is created

by the vehicle that allow. acce.s to the network -- the telecoa

munications equi~nt. And, while carriers can devise certain

products/services that can operate as aids to customers with

reqard to what happens once that network access is acco~lished,

they cannot be expected to be quarantors of those service offer-

inqs especially to the extent that their successful operation

depend. on the behavior of various and varyinq network providers.

But what about those circuaatances in which a carrier could

have done so..thing more or different? What about those circua-

stances where the service order did not qet correctly input or

the carrier disengaqed from LIDB prior to the tiae the screening

421sL. " 24, 41.



31

inforaation was conv.yed? Th.re is a sugg.stion in the totality

of the BEBK that the Co.-i.sion is disturbed by how current

liability principl.s allocate the lo.s in such a situation, ~,

the carrier g.nerally bears no responsibility in the absence of

gross negligence. 43 Thi. s•••• unfair or inequitable because,

the argument goes, the customer has done all it could. So.eone

else (~, so.. carrier) should be h.ld responsible.

There are two distinct considerations in addressing the

public policy ramifications of the above argument. First,

custo..rs who are the subject of fraud as a r.sult of the negli

gence of a LEc44 are really in no diff.rent situation than

~ '39. Such a standard wa. adopted with the under
standing that siaple neglig.nce occurs in all businesses; and on
the th.ory that it was a better public policy approach to ask a
few individuals to bear the .xpen.. of a siaple negligent act
than build into the rate base assu.ptions of liability for
negligence.

While the concept of "rat. ba.." aay retain little r ...ininq
viability, the ca.ais.ion should accord LlCs the business discre
tion to determine when, and for bow long, such li.itations are
necessary. Such liaitations ar., for .xaapl., .till u.ed by
carrier. heavily engaqed in the provisioning of co.petitive
services. Ind..d, one of the priaary reason. that Mel took the
co_ission to court on its r.fusal to allow MCI to file tariff.
(a. a con.equence of the couission's "forbearance" policy) was
to establish a tariffed li.itatioD of liability that would apply,
as a contractual provision, to it. cuatoaer relationship.. a..
Brief for Petition.r, NCI Telecc_unications Corp., at 8, 70
n.198; Reply Brief for Petitioner, MCI T.leca.aunication. corp.,
at 24, 28, No. 85-1030, MCI y. FCC (D.C. Cir. Apr. 1, 1985;
May 15, 1985).

~ S WEST her. .ddr..... the aatt.r of negligence, but it
is i.POrtant to r • ..-ber that a service .ight not work siaply as
the result of a ".i.take" -- saaething not even approaching
negligence (such as a mistyped s.rvice order).

(continUed••• )
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custo..rs who suffer other kinds of econoaic losses due to LEC

misconduct. In the case of fraud, a customer has to pay the

charges for the traffic actually transported; in other cases, a

product/service failure will deprive a customer of traffic

(either incoming or outgoing) and can "cost" the customer a

considerable sua in lost revenue. In both cases, the result can

be declared "unfair," but in neither case should it be declared

unlawful. 45

44( ••• continued)
certain of ttae IIIB r_rks sUftMt that a custOMtr should

be absolutely i..unized from fraud liability in certain circum
stances (CQlPlra the Florida Public service ca.aission ("Florida
PSC") proposal, l1li , 27 n.42), with liability being apportioned
among carriers in relation to their responsibility, not neces
sarily fault. Thus, such proposals would render a carrier
absolutely liable for the ..lfeasance of a service, even in the
absence of negligence. And, in all events, a factual determina
tion would be required to determine the source of responsibility,
which in and of it..lf would be very ti.. consuaing and .ight not
even be dispositive. au 'uPra note 33, and further discus.ion
below.

45It would be extr...ly diffiCUlt, especially in the context
of a particular docket, for the c..-ission to carve out a liabil
ity provision for a particular cla.. of custa.er. different from
that generally applicable to LEC cuau.ers. An idiOSYncratic
approach to liability is bound to cr..~e certain discrimination••
And, it cannot be known whether the discriminations are reason
able without looking at the discrimination (and its effects)
within the context of the remaining custa-ers, something a
particular docket (such as one on fraud) is not in a position to
do.

This is not the only proceeding, for example, in which LEC
li.itations of liability are heiDI oballenged. Intervening
interconnectors have attacked such provisions within the context
of the Expan4ad :IPWgonpact.iqn cIocllets, as well. IM,.I.a.SL-, 1n
tba Matter of u.s. JIlT CQ"'UDigatt.... IOC. BayisiODl to Tariff
r.c.c. 10. L Tr_ittal No. 331, Teleport Denver LTD. 's Peti
tion to Reject or, in the Alternative, to Suspend and Investigate
Transmittal No. 331, Tariff F.C.C. No.1, filed Mar. 15, 1993, at
8; In the Matter of U S west Tariff F.C.C. No.1, Petition of

(continued ••• )
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Second, it will not qenerally be possible to know that a

custoaer did "all it could" without a fact inv.stiqation.~

45 ( ••• continuecl)
Sprint ca.aunicationa Coapany L.P. to 8uapand and Investiqate
filed Mar. 15, 1993, at 12-14; and ;r.p ahe .tpr of Tbe lell
Atlantic TelapbqM ~Y Tariff rJ:C Mg, 1. at al., Try-ittal
110, 557 et al., Petition of The Ad IIoC Teleca.aunications Users
Coaaittee to Reject in Part, or Alternatively, Suspend and
Investiqate, Expanded Interconnection Tariff Revisiona, filed
Mar. 15, 1993, at 35-38. ... A1IQ~t~~:~ ~
*'"ge Carrierl' lat_, TerM ... ,..,c= =:=~ ;ier
cOMeetiQD for 'pte!.l AcQes., CC oocbt Mo. 93-162, c~ts of
Direct Cases, Teleport co..unication Group Inc., filed Sep. 20,
1993, at 8-20 - B-27: and opposition to Direct Ca..s, CC Docket
No. 93-162, Sprint C~icationa ca.pany L.P., filed Sep. 20,
1993, at 17-20, Appenclix A. As we elid there, U S WEST here
arques that an exception froa traditional LEC li.itationa of
liability should not be created for • lingle class of custo..r
without addre.sing the over.ll ..tter of liability .nd liability
li.itation.. .. r~ ~:~r ~fJ::.,.r:::n~~~tiAM.Inc.Reyisionl to T.rif_~C ~_ 1__~_1a1:t- , Reply of U
S WEST Co..unicationa, Inc., to Petitions to Reject, Suspend
and/or Investiqate filed Apr, 5, 1993, at vi, 71-72. ... A1a2 In

tt:n:ai~:rE:a=lI==.:=-:r:=:1T:C~:~UC:1isT
Cgeaunications. Inc. 'avi.ioD' to Tariff F.C.C. Ho. 1, CC Docket
No. 93-162, U S WEST Communications, Inc., Rebuttal, filed Oct.
1, 1993, at 57-62.

"cQapare IIlJlII , 24, diaculSinq t.be factu.l resolution
associated with the CbartYlY' and Upite4 Artists complaints ("The
di.positive ele.-ot in each of th... ca..s vas where responsibil
ity for the detection and prevention of fraudulent calling
lay[.]"). a.. AlaR ~, 39 (where the ca.aission .ddr..... LIDS
fraud, noticinq that the "C.]'liq.-nt of liability" ..y be
dependent on "aany different f.ct patterns each tilDe a loas is
qenerated, makinq the developaent of • qeneral rule difficult."
This is not true ju.t for LIDB fr.ud, however, but for all kinds
of telecommunications fraUd.).

Furtheraore, est.blishing rulea .uch a. tho.e .ugg..ted by
the Florida PSC for payphone provider. (J....L., that if the pro
vider purchase. OIS .nd SHS, the paypbone provider is relieved of
all econo.ic re.ponsibility for tr....ction. coapleted in contra
vention of the offerings) basically i..uniae. the payphone
provider fro. any responsibility, in the future, to protect
it.elf through the utilization of .are intelligent CPE or other
devices that might qo a long way to alleviate the proble••
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Such inv.stigations are resource intensive, as is daaonstratecl by

the detail a.sociated with the Cbartvays and united Artists47

complaints; and do not generally get resolved in a tiaely fash

ion. Individual case reviews are not easily aligned with a large

bureaucratic orvanization which operates, at least in the tele

communications field, without the benetit of hearing examiners or

fact finders.

Any kind ot fault or comparative re.ponsibility approach~

will r-.uire a case-by-case disPO.ition.~ While the coaplaint

process is lIOderately suited to such dispositions, it is a

cUllber.... and time-consuaing endeavor. And, the lack of any

currently-pronounced .ethods and procedures a.sociated with the

commi••ion's alternative di.pute re.olution process make. endors

ing it •• a more appropriate vehicle difficult.~ Certainly,

partie••an be encouraged to proceed to arbitration, but the lack

of establisbed policies/principle. surrounding it might also

render l~ unattractive, at the mo.ent.

In l1tbt of the fact that carrier li.itations of liability

are no~ ••Iawful, and that they currently operate in a

,_0-
.. If.2K , 25.

·"re iJL.. , 24 •

....~ , 25 (Where the ca.al••ion requests co...nt on the
pct8s1aWuse of alternative dispute re.olution procedure.).
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nondiscriainatory fashion with regard to all LEC custo..r., and

that their existence clearly does not i~e a carrier'. concern

about fraud prevention or its motivation to be a part of the

solution to fraud, the Commission should not intervene to require

changes in those liability limitations. If, over time, carriers

deteraine that the aarketplace require. so.. other kind of

liability allocation, such will be forthcoaing. But, until then,

the Co..ission should refrain from interjecting itself into the

risk allocation decisions of the LECs' businesses.

B. Liability for LIPB Failure

The ca.aission inquires as to whether, in certain circua

stances, it aight be appropriate to hold the LIDB owner/operator

liable for toll 10sses. 51 LIDB ..lfunctions should be treated

like any other non-working service offering, and should be

covered by LECs' existing and standard li.itations of liability.

In the absence of gross negligence, LECs should not be liable.

The co..ission itself acknowledges that the operation of

LIDB is only as good as the information put in it, that not all

calling card activity qets input to LIDB, that at certain time.

LIDB is not queried, and so on. 52 Thus, LIDB is JaOre like a

"credit reporting" source than a receivables guarantee. Each and

every carrier can deteraine, fro. the inforaation contained

therein, what tbAt carrier will do, given the inforaation

51lsL.. , 39.

52lsL. " 37-39.
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disclosed. SOlIe carriers are willillCJ to assuae lIOre risks than

others, and that is soaething the _rket should perJIit.

Operatinq a system such a. LrDB cannot be done with perfec

tion. There are various thinq. that can cause LIDS to qive an

"incorrect" respon.., ranginq from a clerk who aiskeyed inforJla-

tion, to a carrier who doe. not access the system, to a carrier

who acce.ses the sy.tem but does not .tay on the line lonq enouqh

to qet the inforJlation.

Given the recent requlatory history a••ociated with LIDB,

the product offerinq has become a. .uch defined by this Co.-i.

sian as by the LEC. theaselves. Thus, it would be especially

inappropriate for the co..ission to convert what was perceived as

a tool for fraud prevention into a quaranty aqainst fraud 10•••••

There are no .uch quarantees, and U S WEST is not willing to

establ ish one for LIDS. 53

5JIn theae situations in which U S WEST is fairly confident
in the perfo~nce of one of its products/_rvic•• , and believe.
it is an appropriate candidate for ..rvice quarantees, we provide
thea. 1M U S WEST Tariff F.C.C. No.1 Section 2.4.4(B)(11),
DS1/DS3/WATS Voice Grade .ervic.. re.toration quarantee or
credit. LIDS is not one of those service••
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IV. THE USPORaIBILI'l'Y FOR PltAUD ~ION AND LIABILITY FOR
!'MUD PBItftl'l\&.BD SHOULD BAn A ca'l'AIN CORREIATI())f -- IN
TIlE VAST MAJoarrY OF CIR~, TIll: aD USER OR CPE
ONRD WILL • IB TID!: HST POSI'fIOII TO PROTECT AGAIBST THE
FRAUD AlfD SHOULD BlAB TBI IDS' roB lRAUD PERPETRATID

A. ePE Fraud

1. InsI-llMr Bgyipwant

Traditionally, atation owners (~, tho.. who control the

CPE) have been responsible for co.-on carriaqe traffic aade over

their stations, reqardless of whether the call was affi~atively

authorized or not.~ There is certainly some lO9ic to this

approach.

The CPE owner controls the predicate equip.ent for carriaqe

and transport of calls. The equipaent is located on the cus-

to..r's premises in space subject to the control of the owner.

While it is true that disgruntled e~loyees may improperly us. or

manipulate that equipment, or that persons on a premises (whether

invitees turned bad or petulant step-children) may make calls not

affiraatively authorized, it is also true that the premises owner

is the only entity that has the potential to control the situa

tion -- either throuqh barrinq access to the premises or (upon

realization of the proble.) throuqh so.. kind of disciplinary

action or network access control.

~1IfBII tt 8, 20.
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Were the ca.ai••ion to eliminate this kind of station owner

responsibility (or cap that resPOnsibility)55 two things would

happen: (1) custoaers would become cavalier regarding who had

access to their equipment and how it was used; and (2) seae other

entity (ies) would be required to assua. a financial obligation

for predicate conduct over which they had no control and which

was clearly identifiable to a given cost-causing party.~

Neither of these responses would aid or promote fraud control

management or prevention. Nor would the result be an appropriate

application of sound risk management or liability principles.

Thus, as a general matter, it aakes sense to make the

owner/operator of station equipaent responsible for calls that

traverse that equipment directly (~, direct-dialed calls or

calls made via built-in remote access features).57 The owner

and operator of CPE, as the purchasing entity and the entity with

the primary and para.ount care, custody and control of the

"aa. discussion below regarding caps on customer's liabil
ity at 46-48.

~In a regulatory environment in which LECs are subject to
price cap controls and a market environaent boabarded by prospec
tive competitive entry, LECs do not have an unlimited ability to
"pass along" to a captive "cu.tomer ba.e" (or to include in a
rate base) overhead costs that are acre appropriately identified
to a given custoaer or category of cu.tomers.

57U S WEST does not believe that the co_i.sion's jurisdic
tion would extend to compelling a cu.toaer to equip it. CPE with
".oftware or other equipaent ••• to prevent fraud." BEll, 26.
Rather, the cu.ta.er's act of doing .0 (or failure to do so)
could be a material fact in determining and as••••ing the cu.tom
er's personal and individual (rath.r than allocated) liability.
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equi~nt, has (and should have) the primary responsibility for

its reliability, inclUding fraud prevention.

CPE purchasers should be expected to either pay for fraud

control up front (~, necessitating, perhaps, a larger initial

investaent than aight be desirable) or should be expected to pay

for the fraud if, and when, it occurs after the fact. The

protection and responsibility for fraud los.es are properly

determined to be one at the ayriad of costs of doing business for

a business. And, to the extent that fraud constitutes a business

risk, and is not adequately protected against up front, a busi

nes. can investigate the possibility of in8uring against the

risk~ (jU8t as it in8ures against other ri.ks).

Manufacturers of CPE, to be sure, have a responsibility to

make clear just what kind of latent ri.k. are associated with the

equipment they sell.~ And, so.. CPE will have greater "fraud

penetration" ri.ks than others. Sales personnel of CPE should

also be expected to make clear latent fraud risks.~ But,

5'JffBII , 11.

~It is certainly not inappropriate for the ca.ais8ion to
encourage manufacturer participation in fraud prevention fora and
industry activities. However, unl... the co..is.ion i8 willing
to aandate so.. kind of aini.. fraud prevention "package" to be
included in every conceivable piece of CPE sold on the market,
the ca.aission i. not in a position to go much beyond the encour
agement phase of the proc••••

60u S WEST believes that this is just good bu.in.... OUr
CPE per.onnel routinely advise cust~r., both verbally and in
print, of the fraud ri.ks a.sociated with the CPE they bUy,
sugge.ting additional .ervice(8)/equipaent that might aid the
customer in reducing or alleviating the ri.ks attendant to the
use of the CPE.
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assuainq adequate and con.picuous warninq, 61 the purcha.ing

choice should be left to the custo..r. That is what coapetition

is all about -- cuata.er choice and custo..r responsibility.

The attached Appendix D is a dOCUllent prepared by the TFPC

which does an excellent job of discussing the reasons CPE

owners/operators are in the beat position to control fraud

committed via their equipment. While this fraud prevention will,

at ti..s, require the dedication of resources to manage the

probleJll, 1B8y r.quire the investment of greater capital or expense

dollars than originally anticipated, and may require continuinq

self-education efforts, this is not unr.asonable, given the

importance of the telecommunications asset. Any company that is

investinq in computer technoloqy must understand that the effi

ciencies and productivities associated with that technoloqy do

not come without an ongoing operational, 1B8intenance and security

pric••

The TFPC docua.nt also addr..... at soae length the "respon

sibilities" of others involved in the ..nufacture/sale of the

CPE, as well as the tran.port of traffic emanating from that CPE.

The TFPC document notes that LECs have a "supporting role" with

regard to CPE fraud, and off.rs certain suggestions with re.pect

to what actions might be taken in that role. For example, the

TFPC docuaents sugg.sts that LECs might:

611H further di.cus.ion about "Duty to Warn," below at 45.
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• Conduct wiele cwatOMr education through bill
inserts, addressing end user groups, holding
training s..inars, etc.

• Evaluate permitted. t_iDCJ efforts with lonq
distance ca.panies, equi~t aanufacturers,
etc. to educate custoaers.

• Evaluate all LlC products aJ'ld services for
security concerns before deployaent.

• Where tariff teleco..unicationa syst..s are
offered, fulfill the aboVe suvg••ted security
functions of manufacturer and consultant, as
appropriate.

• Alert their custo.er contact personnel (busi
ness office, repair, .al../.ervice) to the
signs of toll fraUd, so that the.e staffs can
better support business owners who are
victi.ized.

• Deploy network blocking services (such as
International Direct Dial Blocking) and call
screening inforaation digit. to cOBplement
custo..r equip.ent re.triction strategies and
long distance co.pany network .onitoring.

• Develop network .onitoring capabilities to high
light potential fraud patterns (local hacking,
800, international, etc.) as early as possible.

• Expand centralized fraud bureau support to a
seven day/24 hour basis.

• Continue the use of security staffs to support
long distance company investigations and custoaer
inquiries.

• Cooperate with law enforee.ent aqencies in educa
tion, inve.tigation and prosecution efforts.

• Develop case docuaentation for federal and local
regulators, in support of guidelines allowing
tiaely and responsive security efforts in cas•• of
toll fraud. 62

62Appendix 0 at 3.
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U S WEST is proud to say that we currently support

custo_ra' fraud prevention ettorts through providing ..ny ot the

supportive activities suggested by the TFPC. Q Were the Co..is

sion to endorse th.. as appropriate "suggested efforts" tor LECs

with regard to CPE fraud, we believe IIOst LECs would already .eet

or exceed the CaBaission's eXPectations. M

The above discussion is not meant to suggest that there are

not situations in which a custo.er does everything technologic-

ally and reasonably possible to control fraud, and fraud occurs.

But, in those circuastances, U S WEST believes that, so long as

we determine it appropriate tor our business, we should be

permitted to assert our limitation of liability against such a

loss.

~ S WEST doea AQt agr_ 1:bat t:.ba developaent of "network
monitoring capabilities" tor services .-ch as 800 and interna
tional calling are properly relegated to LECs. a.. discussion
below at 48-50. While LECs should not be discouraged frOll
providing such services, should they _sire, they should not be
mandated to beco.. the front-line monitoring agents with regard
to interLATA, interstate or international fraud.

"while U S WUT does not eRdOr88 the concept of shared
liability <at l ..st not as a reault ot regulatory ca.pulsion), as
is obvious frca the above dillCWltlion, Mould the co_ission
pursue the concept, the TFPC cioc:NIIen~ would provide a reasonable
place to start in i~tifying respective responsibilities.
Cowpare IfBI , 25 <"we note that ~ared potential liability would
require definition of the specific r..,onsibilities of the CPE
owner to secure the equipment or cc-.unications syste., of the
manufacturer to warn of toll fraud risks associated with teatures
of the CPE, and of the carrier to offer detection and prevention
proqra.. and educational services.").

• ow '1
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2 • 'ayp1lona.

U S WEST encourages private paypbone owners to connect to

the network via our Public Aoc••• Lin. <"PAL"),~ but not all

COCOT providers do so." But whether they connect to the net

work via a PAL or not, one thing reaain. clear: the COCOT is a

piece of CPE.

U S WEST •••• no good rea.on to have one rule of fraud

liability for the general population of CPE owners and another

rule for COCOT providers. Just as the traditional business

should be resPOn.ible for its PBX <and its fraud VUlnerability),

so should a COCOT provider be resPOn.ible for the vulnerability

of its COCOT equip.ent -- even if it has done all it can with

regard to ordering fraud "prevention" services.~

For the above reasons, U S WEST would not support the

Florida PSC approach to payphone fraud and liability allocation.

First, it seeks to impose virtual strict liability on LECs, even

~at line contain. certain "built-in" security features,
reseablinq OLB and 8MB.

"So.. payphone owner. have certain intelligence built into
the payphone CPE that operates lilte OIB/BNS. Others connect to
the network with vanilla 1FB line., a fact that U S WEST di.cov
ers often after the fact, ~, when fraud has occurred.

QThe idea that an entity .hould be able to go into a high
ri.k bu.ine.. and then deaand no ri.k is disturbing. In light of
the fact that neither OLB nor BMB i. a quaranteeable product, an
entity deciding to be in the OOCOT buaine•• face. a reasonably
predictable and clMrly fora••abl. ri.k frOll fraud. It can
either forego entering the busine.. (becau.e the risk i. too
high) or enter the busine•• knowing the frailties of both the CPE
and associated network. But, what it should not be able to do is
enter the business and then .eek protection from the risk from
some other entity. iU supra note 13.

-- II
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for si~le errors. M Second, it iqnores the fact that deterain

inq responsibility of an IXC "for charqes that are associated

with its failure to properly validate calls via the appropriate

LEC data base,"~ is not a matter that can currently be done

verifiably.~ Third, it operates to i.-unize a payphone owner

from liability based on the owner's purchase of two adaittedly

imperfect network screeninq devices. 7t Fourth, it treats as

totally immaterial what other kinds of servicesl products the

payphone owner miqht have been in a position to secure in order

to protect itself (either currently or in the future).n In

short, the Florida PSC proposal, while superficially "equitable"

and a boon to COCOT providers, does not represent a sound risk

manaqement resolution of payphone fraud, and is D2t equitable to

all interested parties.

"under the Florida PSC propoaal _ the COIIIIis.ion d••cribes
it, if the COCO'!' owner has sub8criMd to .S and OLS and it does
not work, "[t]be LaC i. responaible for cbarges that are associ
ated with the failure of the LEC's screening services, and the
IXC is responsible for charq.s that are a.sociated with its
failure to properly validate calls via the appropriate LEC data
base." BEBII! 27 n.42. Thu., if the _rvice order were written
transposinq a sinqle nWlber, the LEC would be liable, degite the
fact that the erroneous act aiqht not even rise to the level of
neqliqence.

~~

~iU lupra note 33.

1t§U discussion sypra note 44.

nbA supra note 46.


